PATCH

WE'RE MICROPATCHING@DAYS
AND SO CAN YOU

Luka Treiber, Senior Security Analyst, ACROS Security & Opatch team member
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Goal:
Decoupling Security Patches From
(Mostly Functional) Updates
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REINVENTING SOFTWARE PATCHING

Platform for:

Out-of-band patching
Instantly distributing
Applying and removing tiny security patches in
the same waly for all applications.

Without disturbing users or admins.

@OPATCH

PATCH



HOW IT WORKS

- Patches applied in memory

- Patch consists of a few bytes of code (easy verification)
- Patches can be hot-applied/removed, instantly

- Patches remotely applied and removed

- Automatic downloading, applying

- Official vendor patches

- Unofficial patches
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00411648 suls
0041164C I
0041164F ib

0041160F
00411651

sub_41160F

mew aex, Ox20

ecx, bl 0x21
Ox411654

Injected check:

if ecx >= 0x21,
set ecx to Ox20

\"i +
0041160F sub 411&0F
[] (] 4 (] (] — =7
00411658 laa adi, ss5:|ebptwvar 28|
00411658 rep movsh

104 =1x] xror
00411&a5F
IE ]

0041166l

lea
00411664 push
00411665 call
00411668 add
00411660 call
00411672 me
00411676

0041167C

eax, eax

sax, s5:|ebptwvar 28|

sax

__&trupr

asp, bl 4

0x420FRQ

b2 ss:[ebptvar 2C|, b2 ax
b2 ss5:[ebptvar 30|, kL2 0
0x411685

004116458
0041164C
0041164E
00411650
00411653
00411655

aox
adi

s5: [ebptvar_ 28
adx

Bl 2

004116548
004116558
0041165C
0041165F

00411661 eax,

s5: [ebptvar_ 28

00411664 push aax £ char *
00411665 call __strupr

00411660 add asp, bl 4

00411660 call 0x420FR0

00411672 mosr b2 ss:|ebptwvar 2C], b2 ax

00411674 mosr b2 ss:(ebptwvar 30], bZ 0

0041167C 0x411685

Zero-terminate the string :

Logically identical code:

Compilers like to implement memcpy using
movsd for 4-byte blocks and movsb for
remaining bytes. Using just movsbh is a bit
slower but takes fewer bytes of code

PATCH



F7

D1

not ecx
2B F9 sub edi, ecx
89 C8 mov eax, ecx
89 FA mov edx, edi
8D 7D D8 lea edi, [ebp+var 28]
8B F2 mov esi, edx
Cl E9 02 shr ecx, 2
F3 A5 rep movsd
8B C8 mov ecx, eax
83 E1 03 and ecx, 3
F3 A4 rep movsb
8D 45 D8 lea eax, [ebp+var 28]
50 push eax ; char *




e8 9c 4f e5 ff call 0040£79ch

XX XX XX XX XX jmp PATCH

XX XX XX XX ; leftovers

CONTINUE:

8B F2 mov esi, edx

Cl E9 02 shr ecx, 2

F3 AS5 rep movsd

8B C8 mov ecx, eax

83 E1 03 and ecx, 3

F3 A4 rep movsb

8D 45 D8 lea eax, [ebp+var 28]

FF FE FF
00 00

ecx
edi
[ebp+var 28]

CONTINUE
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WHAT CAN‘T BE PATCHED
(or not yet)

- Scripted (to-be-compiled) code
- Design flaws

- Windows kernel (PatchGuard)
- Apps that actively refuse to be patched

@OPATCH @
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From Patch Complexity to Opatch Simplicity

3rd Party

There will never be official Vendor can not fix external
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Looking forward for your feedback!

LUKA.TREIBER@acrossecurity.com
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